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Understanding cybersecurity
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Understanding Cybersecurity
in Outer Space

Cyberspace and outer space share many similarities due to their
open, shared, expansive, transboundary, and intangible nature. The
digitalization of space has increasingly interlinked space and cyber-
space, exposing satellites, ground stations, and user terminals to
cyber threats. Understanding the links between space and cyberspace
is critical to better protect the space assets on which society relies.

By Clémence Poirier

022, hours before the in
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In outer space

Cyber risks have increased due to the digitalization of
space systems and the space sector at large.

Cyberattacks on space systems can affect strategic
stability in outer space, unlike kinetic threats.

Until 2019, public policies worldwide largely neglected
to consider cyber threats to space systems.

A single cyberattack on a satellite may impact the
functioning of several critical sectors at the same time.

Cybersecurity on Earth is different from cybersecurity
in space.

In the industry, cybersecurity was long overlooked as
operators (and customers) preferred latency and
efficiency over security.

Regulatory frameworks for space cybersecurity
remain limited. Swiss space law draft does not include
cybersecurity measures

Center for Security Studies at ETH Zirich
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Electronic and Cyber Operations Against Space Systems
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Electronic and Cyber
Operations Against

Space Systems

Distinguishing between electronic and cyber operations
is crucial for understanding threats to space systems. This
Policy Perspective lays out the differences and suggests
policy responses to mitigate these threats.

By Clémence Poirier

Ncm reports and academic papees hae Soquently
conflated electronic warfare operations with cyber
operations. As the frequency of cyber and electronic at-
tacks continues to rise, ! {ings about the na-
ture of atracks affecting satellite networks are likely to in-
crease as well.

The attack on Walt Disney'’s Ba-
by TV, whose signal is distributed by the
French satellite operator Eutelsar, serves
as a telling example. In March and April
2024, Russian propaganda was broadcast Key Points
on BabyTV. Initial media rcports mis-

Company, its programming consists primarily of cartoons
tailored to children aged four and under. However, on
28 March 2024, BabyTV's usual cartoon lineup was unex-
pectedly replaced by content featuring Russian nationalist
singer Oleg Gazmanov's music video “Go, Russial™. It de-

picted Soviet and Russian military parades and war

characterized the incident as a cyberat- Electronic warfare operations target the radiofre
tack, when in fact it was uplink jamming trum. Cyber opera
~ a form of electronic attack

Unlike cyberattacks on space sys- erminalogical clarity al because incarrectly categorizing
tems, electronic operations against satel- erattacks can lead to technical misconcep-
lites fall strictly under the jurisdiction of tions and jurisdictional misunderstandings.
the ITU, which does not address cyber
operations. In fact, no regulatory body Satellite TV broadcas ould update their threat models
currently governs cyber threats against — particularly whe onflict ari

space systems. The BabyTV case, present-
ed before the ITU, highlights the need to
distinguish clearly between electronic and
cyber operations targeting space systems.

The BabyTV Incident
BabyTV is an international television
channel broadcast in over 100 countries

and appraximately 20 languages. Owned Humanitarian Law (IHL) that cor eyber warfare.

and operated by the Walt Disncy

ETHzirich F©55,

Misunderstanding between electronic and cyber
attacks.

Electronic warfare operations target the
radiofrequency (RF) spectrum.

Cyber operations directly target data and computer
networks.

Terminological clarity is essential because incorrectly
categorizing electronic attacks as cyberattacks can
lead to technical misconceptions and jurisdictional
misunderstandings.

Case study: BabyTV cartoon network was hijacked
twice in 2024. Satellite TV feed was replaced with
Russian propaganda.

Origin of the attack: Uplink jamming coming from a
ground station in Russia. Affected European satellites.

Center for Security Studies at ETH Zirich
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Hacking the cosmos: cyber operations against the space sector.
Evidence from the war in Ukraine

CYBERDEFENSE REPORT

Hacking the Cosmos: Cyber
operations against the space
sector

A case study from the war in
Ukraine
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Legion Cyber Spetsnaz
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Source: Compiled by Clémence Poirier

On February 24, 2022, Russia’s military intelligence
(GRU) launched a destructive cyberattack against
ViaSat's KASAT satellite network.

The war in Ukraine constitutes a shift in the exposure
of space infrastructure to cyberattacks.

The report identified 124 cyber operations that were
allegedly conducted against the space sector in the
context of the Ukraine war.

Given the lack of public reporting, the operations
identified are likely only the top of the iceberg.

All 124 cyber operations identified targeted space
systems and companies on Earth. No identified
operations affected systems in space.

57 different entities in the space sector were targeted
by cyber operations. The majority were space
companies.

Center for Security Studies at ETH Zirich

16.03.2026



Stay cor
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Cybersecurity

Self-Attribution in Cyberspace:
The Hack on Russia’s Dozor-
Teleport Satellite Network

By Clémence Poirier | October 6, 2025

Phaoto: Shutterstock

When the Wagner Group turned its guns against Moscow on June 23, 2023, the
world watched a mercenary group openly defy the Kremlin. Just days later, on June
29, a crippling cyberattack struck Dozor-Teleport, one of Russia's key satellite
communication providers. Then came a twist: a mysterious Telegram account
calling itself “Richard W” claimed responsibility, fueling speculation that Wagner's
rebellion had spilled into cyberspace. Rumors swirled over who the real
perpetrators were.

ETHziirich F©55,

Self-Attribution in Cyberspace: The Hack on Russia’s Dozor-Teleport
Satellite Network

On June 23, 2023, a cyberattack targeted Russian
satellite network Dozor Teleport. A mysterious
“Richard W” claimed the attack.

Two years later, the Ukrainian Cyber Alliance admitted
it was behind the hack all along.

UCA said the hack was retaliation for the Viasat hack
of February 2022, marking the first tit-for-tat case ever,
even if it happened 1,5 later. There is often a myth
that the pace of cyber conflict is fact and
instantaneous.

With this new claim, UCA likely wants to position itself
at the same level as the Russian intelligence services
that targeted Viasat since both attacks are similar.

The hack only hit when Wagner’s coup was over.

In cyber conflict, the type of attack does not matter,
the timing is not most important metric.

Center for Security Studies at ETH Zirich
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Breaking the final frontier: cyber operations against the space sector.
Evidence from the Gaza War and beyond

CYBERDEFENSE REPORT

Breaking the Final Frontier: Cyber
operations against the space sector
Evidence from the Gaza War and
beyond

2o, ovams Figure 5: Timeline of identified cyber operations throughout the conflict.
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Source: Compiled by Clémence Paoirier

237 cyber operations were conducted against the
space sector in the context of the Gaza War.

Most identified cyber operations against the space
sector were Distributed Denial of Service (DDoS).

While there are similarities in the way the space sector
is being targeted in the Russia-Ukraine War and in the
Gaza War, no equivalent to the Viasat hack could be
identified.

All identified cyber operations targeted space systems
and entities on Earth. They did not directly target the
satellite in orbit.

77 different space entities were targeted by cyber
operations.

73 distinct threat actors were identified that have
targeted the space sector

Center for Security Studies at ETH Zirich
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233,015 flights were spoofed between January 2024 and July 2025 in
and around Israel and Palestinian territories (Skai Data Services)
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mmm GPS Spoofing Cyber operations
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1,359 flights were spoofed around Iran in June 2025 (Skai Data Services)
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Origins of electronic interference

I Satellite ground station

I Mobile truck-mounted electronic warfare
(EW) station

I Commercially available jammers (e.g, taxis,
etc.)

I Critical infrastructures used to position
jammers/spoofers (e.g., oil rig)

I In-orbit electronic interference

- CSsS Center for Security Studies at ETH Zirich
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State of GNSS interference against aircraft

Theory: Confused by GPS spoofing, Russian missiles
downed Azerbaijan flight J28243 as it turned west to Grozny

06:28 am UTC crash landing in Aktau

Grozny --"'S"L-Jspecw%d Russk}@ latinch

b 06:08 am UTC altitude 3,450 ft
05:14 altitude loss begins

P’ 04:25am UTC ™,

GPS spoofing?

raft Missile Regiment D>
=]
03:49 am UTC takeoff

100 km
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Dramatic increase in GNSS interference in
the past 2 years.

310,000 commercial flights were spoofed in
2024 (Skai Data Services).

Azerbaijani aircraft crash because of
interference.

Civilian aircraft are not intentionally
targeted, mostly collateral damage.

Some areas around Russia and in the
Middle East suffer from constant
interference.

Center for Security Studies at ETH Zirich
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Air Traffic Control disruptions due to GNSS interference

I Air-traffic control is more frequently disrupted, leading
to increase in workload. (Ops Group)

I Coordination with adjacent sectors are more often
required (Ops Group)

I Go-around are more frequent (Ops Group)

I False Enhanced Ground Proximity Warning System (EGPWS) alerts
lead to go-arounds at higher altitudes. Pilots are mostly trained to do
it at lower altitudes.

I  Awrong GPS position can make the aircraft’s runway overrun
warning system think the landing would exceed the runway, which
could have triggered a false go-around warning.

I Manual radar vectoring by Air Traffic Control (ATC) to
guide aircraft that have lost reliable navigation
capabilities. (Ops Group)

I Unauthorized entry into other Flight Information
Regions

. cSS . . -
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Post-Spoofing Risks

I A GPS receiver may appear recovered, but
in reality still be contaminated by spoofed
values - risk continues after exiting a
spoofing area, (Ops Group)

I GPS receivers can only be trusted after
spoofing if their internal states are fully
reset, usually by power cycling or
performing a cold restart; in severe cases,
a factory reset may be required. (Ops
Group)

I \Weather radar failure or unusual behavior
after spoofing, leading to inability to detect
Cumulonimbus cells (Ops Group)

T CSsS Center for Security Studies at ETH Zirich
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Risks and challenges for crew

I 1,400 crew members (~70%) rated their concern relating to
GPS Spoofing impact on flight safety as very high or extreme
(Ops Group)

I Risk of under-reporting, erosion of trust on GPS, and ignoring
GPS-related alerts (Ops Group)

I  Conflicting, incomplete and insufficient guidelines. Need for
clarity of guidelines after spoofing events (e.g., after
interference, some aircraft might not qualify to enter airspace
where datalink is mandatory) (Ops Group)

I  Crew report a lack of technical information about GPS
interference (Ops Group)

I  Heavier workload and stress affecting flight safety. Constant
interference can affect the response to other emergencies.

I  Several crew reports of almost landing on the wrong parallel
runway during visual approaches (Ops Group)

I Longer heads-down Taxi tasks leading to flight delays in
airports that face interference (Ops Group)

T CSsS Center for Security Studies at ETH Zirich
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Vulnerabilities found in in-flight satellite modems

Alrcralt using In-Night broadband services, ke the one developed by Row 44, shown below. 3. Satellite
allow passengors 10 stay connected 10 the intermnet while in the air. Here's how It works. A consteliation of satelites in
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geostationary ortit receive anc
2. External Antenna transmt data between the aircraft
Mourvied atop the sircrafl in an serodynamic and the ground, aliowing for
racome, it sends and receives broaddand COMSMUOUS COMMUMCAtons
signals. iniing with an ortiting satedlite

1. Inside the Plane
Wirelass LANS at each ond of the plane communicate

with passengers’ wireless devices. Data Is sent through
cabin-mounied electronica baxes (nset bolow), then out
10 an external antenna

I Last Call for SATCOM Security (Ruben
Santamarta, |IOActive, August 2018)

I Aresearcher found serious security
vulnerabilities in Airborne SATCOM
equipment on commercial aircraft.

Publicly routable |IP addresses.

I The study observed loT botnet activity
attempting to connect to exposed SATCOM
Telnet services.

I The malware did not appear to specifically
target aircraft but was scanning exposed
SATCOM terminals as collateral targets.

I Potential impact: manipulating satellite
transmissions, intercepting and modifying
communications between passengers and
crew.

Center for Security Studies at ETH Zirich
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Unencrypted traffic on in-flight connectivity intercepted

I In 2022, Baselt et al, scanned satellite
communications in aviation and
observed:

I In-flight entertainment systems: Unencrypted
data from TV streams, including technical
details, channel info, and IP addresses.

I Passenger traffic: Unprotected in-flight Wi-Fi
and mobile network traffic.

I Sensitive data: Inadvertent exposure of private
cryptographic keys, as well as unencrypted VolP
and sensitive corporate data.

I Live operational data: Identification of 328
specific aircraft broadcasting their live
operations, including government aircraft.

. cSS . . -
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In-flight web traffic can be easily intercepted

I Satellites transmit everything in clear

I In 2019, Pavur, Moser, Lenders, and
Martinovic used €300 of equipment and
captured unencrypted traffic from GEO
telecommunication  satellites,  uncovering
satellite customers and their web traffic data.

I In 2020, they reiterated their experience to
focus on maritime satellite connectivity and
VSAT and eventually captured 1.3 terabytes of
data.

I In 2025, researchers from UC San Diego
managed to capture unencrypted GEO satellite
traffic using only $800 of equipment, exposing
the lack of cybersecurity on both commercial
and military satellites.

. cSS . . -
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Considerations for in-flight connectivity

A CcSS . . .
E'HZUI”ICh ’ il Center for Security Studies at ETH Ziirich

Lawful intercept: Intelligence agencies are
fighting with space companies to have access to
satellite traffic

In-flight connectivity restrictions: States can
restrict in-flight connectivity for aircraft in their
airspace (privacy, censorship, etc.) = blurry
regulatory landscape

Sovereignty: Space companies control access
to data and connectivity and a denial of service
by the provider is always possible

Market for in-flight connectivity is dominated by
Starlink. If Starlink faces a cyberattack or a
failure, all in-flight connectivity can be impacted.

16.03.2026 19
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